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From industry 1.0 to industry 4.0

First

industry revolution

v/

Based on the introduction
of mechanized
production equipment
powered
by water and
stream energy

2022 © NTT ‘All Rights Reserved’

»

Second
industry revolution

v

Based on mass
production achieved thanks
to the concept
of division of labor
and the use of
electrical power

»

Based on the
use of electronics
and information
technology (IT)
to promote
automated production

Present

»

Based on
the use of
cyber-physical
systems (CPS)
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E Smart cities/Industries 4.0/ Made in China 2025
How do | optimize my city’s/country’s economy/society?

\

Internet of Things (IoT)

® }

How do | connect anything/everything/everywhere?

Part of a family of

Cyber-Physical Systems (CPS)

How do | enable safe. Real-time, secure, reliable, resilient and
adaptable performance for physical assets or humans?

D) (e

Interconnected
efforts

./-
(@
=

Industrial Internet of Things (I11OT)

How do | optimize my factory?

S

Operational Technology

How do | optimize my process?




IT and OT Typical Environment
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Information Technology (IT)

Enterprise Network / Business Network (BN) / IT Network

Operational Technology (OT)

Control Room + Industrial Data Center (IDC)

Industrial Zone
containing
“Industrial IT”

Process Control Network (PCN)



IT and OT are converging

Enabling business to reap the benefits
of cyber-physical systems

Augmented
reality

Big data and
data analytics

Internet
Protoco
I

Data
Accumulati
on &
Storage

monitor
ing and
control

Business
Applicati
ons




REUTERS world Business Markets Pol

Creen misk

Honda halts Japan car plant after
WannaCry virus hits computer network

TOKYO (Reuters) - Honda Motor Co (7267.T) said on Wednesday it halted
production at a domestic vehicle plant for a day this week after finding the WannaCry
ransomware that struck globally last month in its computer network.

: REUTERS

NEXUE
OMMECTED CLAIMS USA SUMMIT

Tissue Regenix's U.S. plant resumes
operations after cyber attack

IT/OT Security
lead to real consequences

EXCLUSIVE

Cyberattack Targets Safety
System at Saudi Aramco

One report points to Iran, but the evidence is far from conclusive,

BY LLAS GROLL | DECEMBER 21,2017, 608 PM

Lansing State Journal

PART OF THE USA TODAY NETWORK

BUSINESS

INSIDER TECH  FINANCE PO

Ukraine power company says hit by
second cyber attack Thursday

Reuters 1 M @

KIEV (Reuters) - Ukrainian
state power distributor
Ukrenergo was hit by another
cvber attack on Thursday which
used a computer virus different
from one that hit Ukraine on
Tuesday, said Ukrenergo’s
acting head said.

The second attack did not affect

Ukraine's power network, Dispatcher shows diagram of power Iines niside control room of
Vsevolod Kovalchuk told a news ~ Ukrane's Nasonal power company Ukrenergo in Kiev

briefing on Friday.

" he said. "The
E I

BWL cyberattack bills reach nearly $2M

Eric Lacy 2 Reed, Lansing  Pub

[ ]

City-owned utility received nearly $2 million in invoices and
purchase agreements to address ransomware attack, records

show.

LANSING - Responding to the April ransomware:

Updated 3

attack that led the Board of Water & Light's
ability to ate internally and with its

custome st the ¢

million for technical support and equipment to upgrade their security

financial records.

Although BWL officials have not acknowledged that a ransom was paid, the attack did

around $2
cording to

BWL peregrine falcor

man

Real World Damage

Sometime in the last several months, a steel mill i undisclosed location in
Germany lost control of its blast furnace. Given that blast furnaces contain
molten metal heated to thousands of degrees, it was a dangerous situation.
Fortunately, there were no reported injuries, and the only result was “massive

damage” to the facility.

More concerning, though, was why the accident happened. Hackers had
infiltrated the mill's control system and wreaked havoe, according to a report
from BSI, the German government's office for information security.

epatitisl;lva TS




Who owns Cyber Risk in OT? O NTT

Boards are becoming aware and
more engaged to the topic of cyber B_O ard Of
risk to industrial operations Directors

(with increased pressure

from shareholders, local
governments and regulation)

D Boards are instructing CEO’s to
ensure cyber risk to operations
is being managed and has a
clear owner in the organization

CEOQ’s are asking CIO’s and CISO’'s
to owner cyber risk to OT systems CIO/CISO
just like they own cyber risk to
business systems. Therefore,
CIO/CISO need an OT security
program that effective in the OT
domain yet measurable and
manageable in the business domain

IT Manager
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D COOs and the teams supporting
Operations are being asked to
digitalize and leverage IT to bring
additional business benefits but
may be doing so in isolation of IT
and cybersecurity Teams.

e.g. Operations/Plant/ Facilities/Site Managers

Technology Engineering
Manager Manager

Quality Manager



My business needs to move quickly. | can consider

OT security later or ‘as required’.

Safety, productivity, operational efficiency and
profitability are all compromised if you do not build
cybersecurity in from the start and you’ll be on the
back against cyberthreats.

OT devices have been working well for years, it’s not
a priority to patch them and could lead to business
disruptionif | do.

» Basic security hygiene across new and old OT
devices, like patching and firmware updates, is
a must to reduce risk.

My OT network does not need to be segmented
from my IT network.

* Segmentation is critical to minimizing the spread of
threats across your IT network, for efficient monitoring
for unusual behavior, and controlling and preventing
unnecessary access.

Security operations do not need to be centralized.

If you do not address security by engaging IT, OT
and relevant stakeholders across your business,
it's very likely your cybersecurity posture will have
gaps, leaving your business vulnerable.



Example: Potential attack vectors to the OT environment
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From the outside

Inadequate device
configuration management

From within

No malice, i.e. a user
unintentionally plugs in an
infected USB

From within

Malicious, i.e. a user intentionally
introduces malware to a network






Strategic

Operational

\.

¥

Key challenges we hear from clients

W

An IT/OT Cybersecurity
Strategy and security
program that provides you
with confidence that you

will be cyber-resilient in the

event of a cyberattack

Clear inventory of assets
and supporting
infrastructure within their
scope of operations

and where we can help

i

Ensure alignment between
IT and OT stakeholders

on OT security posture
and approach

i’

A properly segmented
security architecture

that provides higher
operational uptime and
reduces spread of threats
from IT to OT environment

Calculate and justify ROI
for security investments

Continuous threat intelligence
and detection of anomalies,
vulnerabilities, known and
zero-day threats across the
IT and OT environment

2
Gain the intelligence
necessary to make security

decisions that align with
business objectives

2]

The ability to respond to
and recover from threats
and attacks, quickly and
effectively

<

Visibility acress the OT and
IT environment to help
drive intelligent decisions

0
m

Expertise and professional
support to guide and
support my team along
our journey



IT and security leaders are asking fundamental questions:

Where and how do | start?

What are the top

3-5 most How can | ensure
important things that what I'm doing
that | need to be Is working?
doing well?

How can | manage my How can |
OT security program? assure
stakeholders

that we are

L - ey - 27— -

How do Ivftake a

- -;‘»r -

Howcaniger . . . WERCNVSCIM ' siness risk
,\/I2$Iblllty,|n_19_ 3 In the approach to

all- my ‘assets | right -
B Bovrthal g securing my OT

are connected? areas? environment?




O)NTT

Realize the business benefits of IT and OT
convergence while effectively managing risk.

Our OT Security solutions helps you to build an agile
cybersecurity posture that spans both your IT and OT
environments and is aligned to your risk-profile.

Leveraging NTT’s advanced threat intelligence capabilities, our
solution improves visibility of threats and vulnerabilities across

our OT and IT infrastructure enabling you to identify, protect,
How.we help-to ' o Ve

detect, respond and recover more effectively than before.

“secureyour OT
environment




\
{ ' cure OT 4
anZze the busSiNg

¥ = oRsand:of Convel

while effectlvely managing risk.

_ Visibility of your OT assets Visibility of and early Segmentation and Managed security
A cybersecurity posture and communication flows detection of threats before control across your OT services to support
that spans your IT and across your OT environment. they spread from your IT to network and devices. your IT and
OT environments and OT environments. OT operations.

meets compliance needs

2022 © NTT ‘All Rights Reserved’




We'll work with you
to ensure security
Is a key tenant of

a business’ overall

business strategy

We can help you with our

secure by design approach

We'll create a
security strategy
aligned to what
the business’
risk-tolerance is, and
in line with what the
business wants and
needs to achieve

Our experts will
help you build an
intelligence-driven

cybersecurity

posture

X

We'll help you to
build-in, rather than
bolt-on security to
your digital programs,
be it your network,
data center, cloud,
employee or customer
experience initiatives

D

We design an
integrated security
architecture that
enables businesses
to be agile in the
face of a changing
threat landscape and
technology ecosystem



How

we deliver

\ '
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Visualize and execute successful security programs that are
secure by design with our Security Consulting Services

Select, align and design the right controls and capabilities across
all security domains

Implement and support with our Technical and Support Services to
architect, source, implement and maintain security controls

Optimize via our Managed Services to monitor and manage your
security posture to effectively respond to threats



We offer the full lifecycle of

cybersecurity
services

2 Security Consulting Services

To design your security strategy,

an optimal architecture for your
0 0@\. business and evaluate
_ )'/ and validate.
Validate :
Discover

»

Managed Services @
ﬁﬁ

Operate Design

Monitoring, managing, supporting and
optimizing your security posture to detect
and respond to the latest threats.

~ Technical and
Support Services

Identify and select the right tools and
controls, develop detailed designs,
deploy and optimize, monitor and
maintain.



Cybersecurity Advisory for
Operational

Technology

Our Cybersecurity Advisory service for OT is a business-outcome driven
consulting engagement with a flexible, modular framework that spans the
entire lifecycle of security from developing a strategy and plan aligned to your
business needs, optimizing existing security controls, to designing your next-
generation OT security architecture, policies and control framework.

C

e 9
( “‘..
@

We engage your key stakeholders and
subject matter experts through a series
of workshops and interviews to analyze

the maturity of capabilities of your
organizations aligned to industry
recommended best practices and expertise.

£

Together, we determine the gaps
between your security posture today
versus where you should be and how
your organization bridges the gap to
meet future requirements.

L
—

We then benchmark the results against
other organizations in your industry
and region to develop a highly tailored
recommended roadmap focused on
improving the efficacy of your OT
cybersecurity program supporting
operational resiliency.

An action-oriented roadmap to
support budget and resource allocation
or simply aligned to an existing strategy

for confirmation and reassurance.




Cybersecurity Advisory (CA) for OT

Solution, architecture Client-centric outcome,

AR & TR & controls validation roadmap, blueprints & reports

Structured engagement Clear mapping of baseline and
recommended controls Roadmap

Security Consulting Services

Security services and controls for Secure OT (OF 4¢3

Lifecycle of services Dashboard

Cybersecurity Advisory OT Module
We offer the full lifecycle of Dashboard example

cybersecurity
services




Cybersecurity Advisory OT Module

Dashboard example

N
: Cybersecurity Vision & ' .
B usiness Strategy Risk Management
view Business Alignment
IT/OT Alignment Supply & Value Chains
Policies, Standards & ' Health, Safety &
Compliance r Environmental (HSE)
Governance I_
Assurance [ Personnel
J
@ . Y
Architect’s &
Designer’s Networks - —  Endpoints, Apps and Data
view , X
Asset & Configuration
Management Security Architecture & Programs Remote Access
Identity & Access Vulnerability
Management B ] & Integrity Management
Operations L . Systems Acquisition,
vigw Monitoring & detection ] | Development & Maintenance
J Security operations
Incident Response Business Continuity




Why choose NTT Ltd.?

We’re focused on your business outcomes as we help you to create an
Intelligence-driven security posture across your digital business.

N

We can help
you from wherever
you are on your
cybersecurity journey.

0)

.
We provide the

security skills and
expertise you need.

We can support your
global footprint and
regional presence.

We provide the industry,
regional and global
insights through our

research and experience

with more than 4000 clients.

We share our extensive
cross-technology
expertise to ensure your
digital solutions
are secure by design.

— ®

We partner with all of
the leading security

technology providers.

ns

We invest in
security capabilities
you need now and in

the future.

-

We offer advanced threat
intelligence capabilities
to help you make informed
risk-management
decisions.
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Co-innovation with our clients

Automotive factory

Increase cyber-resiliency in ICS
(against malware, etc.)

» Asset visibility and verification
in ICS

* Microsegmentation based on
data flow analysis

City gas factory

Critical infrastructure protection
(against targeted attack)

Implementation of OT
security sensor

24/7 Monitoring

Incident response together
with client and ICS vendors

a r_ s e —

Connected car

Secure smart mobility
(against new threats)

Architecture design and
prototyping threat detection for
connected car

Completed viability study and
demonstration with real car




Resilient security solutions for connected cars ©) NTT

D E N S 0 Global Contact Us DENSO Worldwide Search

Crafting the Core
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A News Releases

DENSO and NTT Communications Starts Validating
Jointly Developed Vehicle Security Operation Center
Technology to Realize Resilient Security Solutions for
Connected Cars

Dec. 16, 2019 [ Innovation | DENSO N Tcommnications
Cyberattacks Crafting the Core Go the Distance.
DEN
NTT Communicati “ V-soCc % |
DENSO Corporation (DENSO) and NTT Communications Corporation (NTT Com) will b 1

Detecting cyberattacks
their jointly developed Vehicle Security Operation Center (V-SOC) technology for moni

analyzing vehicle's security status from January 2020. The two companies are creatin
technology to realize resilient security solutions for connected cars.

Output Data
> Q Identifying affected area

1. Background

. Security System

Today, connected cars are becoming increasingly popular and sophisticated. In this evomeornmover
automotive technologies and solutions continuously appear utilizing ICT technology. Concurrently,
cyberattacks are growing more sophisticated and stealthy. Thus, cybersecurity in connected car is
paramount. They need security technology that can swiftly detect and analyze cyberattacks and then



https://www.denso.com/global/en/news/news-releases/2019/20191216-g01/
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Understand your current cybersecurity
posture and create an
actionable roadmap that takes you to
where you need to be with our:

ThAe next
steps

Cybersecurity
Advisory for OT
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